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Introduction: Facility Safety and Security 
Management 

Welcome to the world of facility safety and security management! As a 
college freshman, you might wonder why this topic matters. Imagine 
being responsible for a large building - a dorm, lecture hall, or entire 
campus. Your job is to ensure everyone's safety and the building's 
security. That's what facility managers handle daily, and it's what we'll 
explore in this introduction. 

Safety and security in facilities management isn't just about having a guard 
at the door or a fire extinguisher on the wall. It's a complex field requiring 
careful planning, implementation, and constant evaluation. We'll break 
down the key components of creating a safe and secure environment, from 
developing policies to training staff, from identifying risks to 
implementing security measures. 

1. Creating a Safe Culture 

Let's start with the foundation of any good safety program: culture. A 
safety culture is like your organization's personality regarding safety. It 
influences how people behave and make decisions related to safety. Think 
of it as the difference between following safety rules because you have to, 
and following them because you believe it's right. 

Creating a safety culture involves several key steps: 

• Establishing clear safety policies: This sets the rules of the game. 
Everyone needs to know what's expected of them regarding safety. 
These policies should be comprehensive, covering everything from 
proper use of equipment to emergency procedures. 

• Ensuring management support: If leaders don't take safety 
seriously, why would anyone else? Management needs to walk the 
talk when it comes to safety. This means not just talking about 
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safety, but actively participating in safety initiatives, following 
safety protocols, and allocating resources for safety improvements. 

• Promoting situational awareness: This means teaching people to 
be aware of their surroundings and potential hazards. It's like 
having a safety radar always on. This could involve training 
sessions on hazard recognition or regular safety briefings at the 
start of shifts. 

• Understanding what safety and security mean in your specific 
context: Different facilities have different safety needs. A 
laboratory has different safety concerns than a library, for example. 
It's crucial to tailor your safety approach to the specific risks and 
needs of your facility. 

One effective tool for promoting a safety culture is creating safety 
committees. These groups bring together people from different parts of an 
organization to focus on safety issues. They're like safety ambassadors, 
keeping an eye on potential problems and developing solutions. 

Safety committees typically have several responsibilities: 

• Conducting regular safety inspections 
• Reviewing incident reports and identifying trends 
• Recommending safety improvements 
• Planning and overseeing safety initiatives 
• Reviewing and updating safety procedures 

By involving people from various departments and levels, safety 
committees ensure different perspectives are considered and safety 
remains a priority across the entire facility. For example, a university 
safety committee might include representatives from facilities 
management, campus security, student housing, athletics, and academic 
departments. 
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2. Identifying and Mitigating Risks 

Once you've started building a safety culture, the next step is to identify 
what could go wrong. This process is called risk identification, and it's like 
being a detective. You're looking for clues about potential hazards or 
security threats. 

There are many types of risks to consider: 

• Physical hazards: Things that could physically harm someone, 
like a slippery floor or a heavy object that could fall. In a college 
setting, this might include things like uneven sidewalks, poorly lit 
stairwells, or improperly stored equipment in a lab. 

• Chemical hazards: Think about cleaning products or other 
potentially dangerous substances. This is particularly important in 
science labs or maintenance areas where various chemicals might 
be used. 

• Biological hazards: This could include things like mold or 
viruses. In a university environment, this might involve 
considerations for handling specimens in biology labs or managing 
waste in medical training facilities. 

• Ergonomic hazards: Risks related to how people physically 
interact with their environment, like repetitive strain injuries from 
poor computer setups. With many students spending long hours 
studying or working on computers, this is an important 
consideration in educational settings. 

• Psychosocial hazards: Risks to mental health, like workplace 
stress or bullying. In a college environment, this might include 
academic pressure, social stressors, or issues related to diversity 
and inclusion. 

• Security risks: This includes threats like theft, vandalism, or 
unauthorized access. On a college campus, this might involve 
considerations for dormitory security, protection of sensitive 
research, or plans for responding to active shooter scenarios. 
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To identify these risks, facility managers use various methods. They might 
conduct workplace inspections, walking through the facility with a critical 
eye to spot potential hazards. They might analyze past incidents, looking 
for patterns or recurring issues. Job hazard analysis is another useful tool, 
where managers break down specific tasks to identify potential dangers 
associated with each step. 

For example, in a university chemistry lab, a job hazard analysis of a 
common experiment might reveal risks at various stages: chemical 
exposure during preparation, fire hazards during the experiment, and 
disposal risks afterward. Each of these would then be addressed in safety 
protocols. 

Once risks are identified, the next step is to mitigate them. This is where 
the "Hierarchy of Controls" comes in. This system is used to minimize or 
eliminate exposure to hazards. From most effective to least effective, the 
hierarchy goes: 

• Elimination: Physically remove the hazard. For instance, if there's 
a dangerous piece of equipment that's no longer needed, getting rid 
of it entirely is the most effective way to eliminate the risk it poses. 

• Substitution: Replace the hazard with something less dangerous. 
This might involve using a less toxic chemical in a lab experiment, 
for instance. 

• Engineering Controls: Isolate people from the hazard. This could 
include installing guardrails on elevated platforms or using fume 
hoods in chemistry labs. 

• Administrative Controls: Change the way people work. This 
might involve implementing safety procedures, providing training, 
or scheduling work in a way that limits exposure to hazards. 

• Personal Protective Equipment (PPE): Protect the worker with 
personal safety gear. This includes things like safety goggles, 
gloves, or protective clothing. 

The goal is always to use the highest level of control possible. If you can 
eliminate a hazard entirely, that's always better than just giving workers 



 Chapter 4: Creating a Safe and Secure Workplace 

5 
 
 

protective equipment. However, in many cases, a combination of controls 
at different levels of the hierarchy is used to provide comprehensive 
protection. 

3. Planning and Implementing a Safety Strategy 

Now that we understand the importance of safety culture and how to 
identify and mitigate risks, let's talk about putting it all together into a 
comprehensive safety strategy. 

3.1 Planning a safety strategy involves several key steps: 

• Assessing your current safety status: You need to know where 
you're starting from before you can plan where you're going. This 
involves looking at your current safety policies, procedures, and 
performance. Are there areas where incidents frequently occur? 
Are there existing safety measures that aren't working as well as 
they should? 

• Setting clear safety goals: These should be specific, measurable, 
achievable, relevant, and time-bound (SMART). For example, 
instead of a vague goal like "improve safety," you might set a goal 
to "reduce slip and fall incidents by 50% over the next 12 months" 
or "achieve 100% compliance with required safety training within 
the next quarter." 

• Developing action plans: For each goal, you need a detailed plan 
of how you're going to achieve it. This should include specific 
steps, timelines, and responsibilities. Who's going to do what, and 
by when? For instance, if your goal is to reduce slip and fall 
incidents, your action plan might include steps like conducting a 
facility-wide assessment of flooring conditions, implementing a 
more frequent cleaning schedule for high-traffic areas, and 
providing slip-resistant footwear to certain staff members. 

• Allocating resources: Safety initiatives often require money, time, 
and personnel. You need to make sure you have the resources to 
implement your plans. This might involve budgeting for new 
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safety equipment, allocating staff time for training, or hiring 
additional personnel to manage safety programs. 

3.2 Once you have a plan, it's time to implement it. This 
involves: 

Establishing safety policies and procedures: These are the rules and 
guidelines that everyone in the facility needs to follow. They should be 
clear, easy to understand, and readily accessible to all. Consider creating a 
safety handbook that's given to all employees and students. 

Setting up safety committees: As we discussed earlier, these groups play a 
crucial role in maintaining safety. Make sure they have a clear charter, 
regular meeting schedule, and the authority to make recommendations. 

Conducting regular safety audits: These are like health check-ups for your 
facility's safety measures. They help you identify areas where your safety 
measures are working well and where they need improvement. Develop a 
schedule for these audits and a standardized checklist to ensure 
consistency. 

Implementing safety equipment and technology: This could include things 
like fire alarms, security cameras, or access control systems. Make sure all 
equipment is properly installed, maintained, and that staff are trained in its 
use. For example, if you're installing a new keycard access system, you'll 
need to distribute keycards, train users on how to use them, and set up 
procedures for lost or stolen cards. 

4. Training and Promoting Behavior Change 

Even the best safety plans won't work if people don't follow them. That's 
why training and promoting behavior change is so crucial. 
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4.1 Effective safety training should: 

• Be comprehensive: Cover all aspects of safety relevant to your 
facility. This includes general safety principles as well as specific 
procedures for different areas or tasks. 

• Use various training methods: People learn in different ways, so 
it's important to use a variety of approaches. This might include 
classroom sessions for presenting new information, hands-on 
workshops for practicing skills, online modules for flexible 
learning, and on-the-job training for applying knowledge in real 
situations. 

• Be ongoing: Safety knowledge and skills can fade over time if not 
regularly reinforced. Plan for regular refresher courses and updates 
as procedures or equipment change. Consider implementing a 
system of micro-learning, where short safety tips or reminders are 
sent out regularly. 

• Be engaging: Nobody wants to sit through boring lectures. Make 
training interactive and relevant. Use real-life examples, encourage 
questions and discussion, and consider incorporating elements of 
gamification to make learning more fun and memorable. For 
instance, you could create a safety trivia game or a scavenger hunt 
that requires participants to identify potential hazards in a 
controlled environment. 

4.2 Beyond formal training, promoting a safety culture 
involves: 

• Leading by example: Management should visibly prioritize 
safety. This means following safety procedures themselves, 
participating in safety initiatives, and consistently reinforcing the 
importance of safety. 

• Recognizing and rewarding safe behaviors: Positive 
reinforcement can be a powerful tool. This could involve simple 
verbal recognition, formal award programs, or even tying safety 
performance to performance evaluations and promotions. 
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• Encouraging reporting: Create an environment where people feel 
comfortable reporting safety concerns without fear of reprisal. 
Make it clear that the goal is to improve safety, not to assign 
blame. Consider implementing an anonymous reporting system to 
encourage people to speak up about safety issues. 

• Involving employees in safety decisions: When people are 
involved in creating safety measures, they're more likely to follow 
them. This could involve soliciting input on new safety procedures 
or allowing teams to set their own safety goals. 

5. Incident Investigations and Continuous 
Improvement 

Despite our best efforts, incidents can still happen. When they do, it's 
crucial to investigate thoroughly to prevent future occurrences. This 
involves: 

• Establishing an incident response team: This group should be 
trained and ready to respond quickly when incidents occur. They 
should know how to secure the scene, gather evidence, and 
interview witnesses. 

• Developing an investigation protocol: This ensures all incidents 
are investigated consistently and thoroughly. The protocol should 
outline steps for responding to an incident, collecting information, 
analyzing the data, and developing recommendations. 

• Using root cause analysis: This technique helps identify the 
underlying causes of incidents, not just the immediate triggers. It 
often involves asking "why" multiple times to dig deeper into the 
factors that contributed to an incident. For example, if someone 
slips and falls, the immediate cause might be a wet floor. But 
asking why the floor was wet, why it wasn't dried promptly, and 
why people were walking through a wet area could reveal systemic 
issues that need addressing. 

• Documenting and communicating findings: The lessons learned 
from investigations should be shared to prevent similar incidents in 
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the future. This might involve updating safety procedures, 
providing additional training, or making changes to equipment or 
processes. 

Remember, the goal of incident investigation is not to assign blame, but to 
learn and improve. It's about understanding what went wrong and how to 
prevent it from happening again. 

6. Security Considerations 

While safety often focuses on preventing accidents and injuries, security is 
about protecting against intentional threats. A comprehensive facility 
management strategy needs to address both. 

6.1 Key components of a facility security strategy include: 

• Access control: Managing who can enter different areas of your 
facility and when. This might involve key cards, biometric 
scanners, or simple lock and key systems, depending on the level 
of security needed. 

• Surveillance systems: Cameras and other monitoring tools can 
deter criminal activity and help investigate incidents if they do 
occur. It's important to balance security needs with privacy 
concerns when implementing surveillance. 

• Emergency response planning: Having clear procedures for 
various types of security threats, from theft to active shooter 
scenarios. This includes evacuation plans, lockdown procedures, 
and communication protocols. 

• Information security: Protecting both physical documents and 
digital data. This is increasingly important in our digital age and 
might involve measures like secure document storage, encryption 
of digital files, and cybersecurity protocols. 

• Personnel security: This includes background checks for 
employees and procedures for managing visitors. In a college 
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setting, this might also involve considerations for student privacy 
and safety in dormitories. 

Creating a security strategy involves similar steps to creating a safety 
strategy: assessing current status, identifying risks, setting goals, 
developing and implementing plans, and continually evaluating and 
improving. 

7. Evaluating and Improving Safety and Security 
Measures 

Once you've implemented your safety and security strategies, the work 
isn't over. You need to continually evaluate and improve your measures to 
ensure they remain effective. 

This involves: 

• Regular checks: Conduct routine inspections of all your safety 
and security systems. Are all cameras working? Are fire 
extinguishers up to date? Are emergency exit signs clearly visible? 

• Keeping detailed records: Maintain logs of all safety and 
security-related events. This includes incidents, near-misses, 
equipment maintenance, and training completions. These records 
can help identify trends and areas for improvement. 

• Gathering feedback: Ask employees and other facility users 
about their safety concerns and experiences. They might notice 
issues that aren't apparent during formal inspections. Consider 
implementing a suggestion box or regular safety surveys. 

• Using metrics: Track key performance indicators (KPIs) related to 
safety and security. This might include things like number of 
incidents per month, average response time to alarms, or 
percentage of employees who have completed safety training. 

• Staying informed about new technologies: The field of safety 
and security is always evolving, and new tools and techniques are 
constantly being developed. Stay up to date with industry 
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publications, attend conferences, and network with other 
professionals to learn about new developments. 

• Conducting drills and exercises: Regularly test your emergency 
procedures to ensure they work as intended. This helps identify 
any gaps in your plans and ensures everyone knows what to do in 
an emergency. Consider different scenarios, from fire drills to 
active shooter situations, to ensure comprehensive preparedness. 

• Learning from others: Network with other facility managers to 
share experiences and best practices. You can learn a lot from how 
others have handled similar challenges. 

8. Additional Considerations 

Beyond the core aspects of safety and security, there are several additional 
factors to consider: 

• Health considerations: This includes things like air quality, 
ergonomics, and support for mental health. In a college setting, this 
might involve ensuring proper ventilation in classrooms, providing 
adjustable furniture in computer labs, and offering counseling 
services for students. 

• Environmental safety: Ensuring your facility isn't causing harm 
to the environment. This might involve proper disposal of 
hazardous materials, implementing energy-efficient systems, or 
creating green spaces on campus. 

• Legal compliance: Staying up-to-date with all relevant safety laws 
and regulations. This can be complex, as requirements can vary by 
location and industry. Regular audits and consultations with legal 
experts can help ensure compliance. 

• Insurance coverage: Ensuring you have appropriate coverage for 
various types of incidents. This protects your organization 
financially in case of accidents or security breaches. Regularly 
review your policies to ensure they still meet your needs as your 
facility and its risks change. 
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• Community relations: Building good relationships with local 
emergency services can be invaluable in a crisis. Consider inviting 
local fire or police departments to tour your facility and provide 
input on your safety and security measures. 

Managing facility safety and security is a complex task that requires 
attention to detail, forward-thinking, and a commitment to continuous 
improvement. It involves creating a culture of safety, identifying and 
mitigating risks, planning and implementing comprehensive strategies, 
training personnel, investigating incidents, and constantly evaluating and 
improving your measures. 

As you continue your studies, you'll delve deeper into each of these areas. 
You'll learn about specific tools and techniques, explore case studies of 
real-world incidents, and develop the skills to create and manage your own 
safety and security strategies. 

Remember, the goal of all these efforts is not just to prevent bad things 
from happening. It's to create an environment where people feel safe and 
can focus on their work or studies without worry. When you achieve this, 
you're not just protecting a building - you're enabling productivity, 
fostering peace of mind, and creating a positive atmosphere for all. 

As you move forward in your studies and eventual career, keep in mind 
that safety and security are not static goals. They require ongoing attention 
and adaptation. The world changes, new risks emerge, and our strategies 
need to evolve accordingly. Stay curious, stay informed, and always be 
open to learning and improving. 

The field of facility safety and security management offers many exciting 
career opportunities. You might find yourself working as a safety manager 
for a large corporation, overseeing security for a major event venue, or 
managing the facilities of a sprawling university campus. The skills you 
learn in this field are valuable and transferable across many industries. 

Moreover, the importance of facility safety and security is only growing. 
As our world becomes more complex and interconnected, the need for 
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professionals who can navigate these challenges and create safe 
environments is increasing. By studying this field, you're positioning 
yourself for a rewarding career thatmakes a real difference in people's 
lives. 

As you progress in your studies, don't be afraid to ask questions and seek 
out practical experiences. Look for internships or part-time jobs that can 
give you hands-on experience in facility management. Join professional 
organizations in the field to network and learn from experienced 
professionals. And always keep an eye out for how the principles you're 
learning apply to the world around you - every building you enter is a case 
study in facility management! 

By understanding and applying these principles, you'll be well on your 
way to becoming an effective facility manager, capable of creating and 
maintaining safe, secure environments where people can thrive. The 
journey ahead may be challenging at times, but it's also incredibly 
rewarding. You have the opportunity to make a real, tangible difference in 
the safety and well-being of countless individuals. 

As you delve deeper into your studies, you'll discover that facility safety 
and security management is a field that touches on many different 
disciplines. You'll draw on knowledge from areas such as: 

• Psychology: Understanding human behavior is crucial for creating 
effective safety protocols and encouraging compliance. 

• Technology: From advanced surveillance systems to smart 
building management tools, technology plays a big role in modern 
facility management. 

• Law: Knowing relevant safety regulations and legal requirements 
is essential for ensuring compliance and protecting your 
organization from liability. 

• Environmental science: As sustainability becomes increasingly 
important, facility managers need to understand how to create safe 
environments that are also environmentally friendly. 
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• Business management: Budgeting, project management, and 
leadership skills are all important aspects of facility management. 

This interdisciplinary nature makes the field both challenging and 
exciting. It means you'll always be learning and growing, adapting your 
skills to new situations and technologies. 

One of the most important skills you'll develop as you study facility safety 
and security management is critical thinking. You'll learn to look at a 
situation from multiple angles, considering not just the immediate safety 
concerns but also long-term implications, cost-effectiveness, and potential 
unintended consequences of different safety measures. 

For example, let's say you're considering implementing a new access 
control system for a college dormitory. You'll need to think about: 

• How will this improve security? 
• How much will it cost to install and maintain? 
• How will it affect the daily lives of students and staff? 
• Are there any privacy concerns to consider? 
• How will it integrate with existing systems? 
• What training will be needed for users and administrators? 
• How will it handle special situations like move-in days or 

emergencies? 

Conclusion 

This type of holistic thinking is what sets apart great facility managers 
from good ones. It's not just about implementing safety measures, but 
about doing so in a way that enhances the overall function and experience 
of the facility. 

Another crucial aspect of facility safety and security management is 
communication. You'll need to be able to clearly explain safety procedures 
to everyone from new employees to top executives. You'll need to write 
clear, concise reports on safety incidents and improvement plans. And 
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you'll need to be able to persuade others of the importance of safety 
measures, even when they might be inconvenient or costly. 

As you progress in your studies, you'll also learn about the importance of 
data in facility management. Modern facility managers use a variety of 
metrics to track safety performance and identify areas for improvement. 
These might include: 

• Incident rates 
• Near-miss reports 
• Safety audit scores 
• Training completion rates 
• Employee satisfaction surveys 

Learning to collect, analyze, and act on this data will be a key part of your 
education. You'll discover how to use data to make informed decisions, 
justify safety investments, and demonstrate the value of your safety 
programs to stakeholders. 

Remember, every great facility manager started where you are now - as a 
student, eager to learn and make a difference. Stay curious, work hard, and 
always keep in mind the ultimate goal of creating safe, secure 
environments where people can thrive. The field of facility safety and 
security management is vast and varied, offering lifelong learning 
opportunities and the chance to make a real difference in people's lives. 

Good luck with your studies, and welcome to the exciting world of facility 
safety and security management! 
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